Privacy Policy - Enumerator

Last updated: August 1, 2025
Sistnt and Enumerator (“we,” “our,” or “us”) respect your privacy. This Privacy Policy
explains what data we collect, how we use it, and your rights and choices regarding that

information when you use the Enumerator iOS app.

By using Enumerator, you agree to the practices described in this policy.

1. Overview

Enumerator is a personal tracking app that helps users log habits and moments that
matter. It is designed to be:

o Offline-first: Data is stored entirely on your device unless explicitly exported by
you.

e Private by default: We collect no personal information unless you explicitly optin.
e Transparent: We clearly disclose all data collection, use, and sharing practices.

2. Data We Collect

2.1. On-Device Data (Not Collected by Us)
Enumerator stores the following data locally on your device only:
e Counters: Names, colors, and reset intervals you assign.
e Instances: Each logged event, including timestamps and (optionally) location data.

e ExportFiles: Data you choose to exportin JSON or CSV format.

We do not access, transmit, or sync this data to any server. If you delete the app, this
data will be permanently lost unless you have exported it.

2.2. Telemetry Data (Optional, Firebase Analytics)



If you opt in to anonymous telemetry, Enumerator collects limited usage data via Google
Firebase Analytics. This data helps us improve app functionality and measure feature
usage. The data collected includes:

e App open events

e Onboarding flow completion

e Counter creation and deletion

e Reportviews

e Location permission status (granted/denied)

Important Notes:
e No names, emails, device identifiers (e.g. UDID), or IP addresses are stored.
e Alldatais anonymized before transmission.
e Firebase may assign a random user ID to help group events by session, but this ID
cannot identify you personally.
e Datais encrypted in transit using HTTPS.

You can optin or out of telemetry at any time via the app’s Settings. Opting out will:

e Prevent any further analytics data collection.
e Delete all unsent (buffered) telemetry from the app.

For details on how Google Firebase handles data, please visit:
https://firebase.google.com/support/privacy

3. Location Data

Enumerator may request location access only when logging a count. This data is:
e Used solely to associate a location with a timestamped event.
e Never collected in the background.

e Stored only on your device, unless included in a manual export.

If location permission is denied, events will still be logged but shown as having “Unknown”
location in reports.

4. Data Sharing



We do not sell, rent, or share your personal data with third parties.

The only third-party service we use is Firebase Analytics, and only if you optin. This is
strictly for anonymous usage metrics as described above.

5. Data Export and Import
Enumerator allows you to:

e Exportyour datato JSON or CSV files using the in-app Settings.
e Import previously exported data files back into the app.

Imported files are validated for format and structure. If any part of a file is malformed, the
app will notify you and skip invalid records.

These actions are manual and entirely under your control.

6. Data Security

We take reasonable steps to protect your data:

e Allon-device data is encrypted by iOS using NSFileProtectionComplete.

e Analytics data is encrypted during transfer using industry-standard TLS.

e No sensitive data (e.g. health-related counters) is logged to console or sent to
Firebase.

7. Children’s Privacy

Enumerator is not intended for children under 13. We do not knowingly collect personal
data from anyone under this age. If you believe a child has submitted personal data, please
contact us so we can delete it.

8. Your Rights and Choices



e You may export or delete your data at any time via the app.

e You may optin or out of analytics telemetry from Settings.

e You may deny or revoke location access at any time in your device’s system
settings.

If you reside in a region with privacy legislation (e.g., GDPR, CCPA), you may have
additional rights such as access, correction, or deletion of any collected personal data.
Since Enumerator does not collect personal data, such requests generally do not apply.

9. Changes to This Policy

We may update this Privacy Policy as our practices evolve. If we make significant changes,
we will notify you via the app or our website. Continued use of Enumerator after an update
constitutes your acceptance.

10. Contact Us

If you have questions, concerns, or requests regarding this policy, please contact us at:

Email: help@sistnt.com

Website: https://www.sistnt.com/apps/enumerator/

Help and Support page: https://www.sistnt.com/apps/enumerator/support.html
Privacy Policy URL: https://www.sistnt.com/docs/Enumerator-Privacy.pdf




